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Electronic Hail Systems 

5 This invention relates to electronic mail systems 

and is particularly applicable to the handling of 
messages with large attachments such as images or video 
files. 

Recent developments in combining computer and 
10 communications technology have enabled unskilled 

operators to transfer digital data between computer 
systems, irrespective of the location of each computer, 
using communications networks that are worldwide or 
global. Several types of data transfer are possible for 

15 different applications. This invention is concerned with 
data transfers known generally as email, in which an 
originator may enter a message into a personal computer 
or workstation and send the message to any recipient or 
group of recipients anywhere in the world. The only 

20 restriction is that the recipients must each have a 
computer or terminal connected to the communications 
network and each must have a unique personal 
identification, known as an email address. 

The communications systems that are used to 

25 transmit the messages are hierarchical. The digital 
communications channel between an individual user's 
personal computer and, for example a computer which 
functions as a communications node on the network, may 
be a telephone line using a modem connection and capable 

30 of transmitting only a few thousand bytes of information 
per second. The term User Agent is frequently used to 
describe the computer systems of the message originator 
and recipient . The communications node is often 
supplied by a service provider or mail transfer agent 

35 (MTA) . The MTA will usually be part of the hierarchical 
network, some parts of which may operate continuously at 
a few hundred megabytes per second. The relevant parts 
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of the communications systems that, are used to transmit 
data and the spftware application programs which are 
used tp'. prepare,- send, read and manage the email 
messages are brief ly. described later. 
5 Because .the computer systems which send and receive 

the email messages may. differ widely in terms. of 
performance and digital structure, it is necessary to 
limit' basic. email messages to digitally encoded 
. characters which can be recognized by many types of 

10 computer. The simplest type of message usually consists 
of. basic text characters encoded by a computer system 
using. a standard code set defined by the American 
National Standards Institution (ANSI) in specification 
X3.4 1986, as the American Standard Code for Information 

15 Interchange (US -ASCI I) 

The growth and success of the global communications 
- systems, particularly using Internet Official Protocol 
Standards developed by the Internet Engineering Task 
Force (IETF) , and the .wide use of personal computing 

20 systems have resulted in email becoming an extremely 
powerful means of communication between two or more 
parties. IETF document RFC 822 describes the format of 
email messages. Many email systems have therefore been 
extended to allow data transmissions that represent 

25 information that is more complex than a common character 
set. Such digitally encoded information may for example 
be an image or a video sequence of images, a document 
produced by a word processor or spread sheet program, > or 
other data whose meaning is only understood by a 

30 particular type of software application program. 

So that compatibility with all computers is 
maintained, the more complex data is transmitted as data 
that is included as additional data within the email 
message, but not neces,sarily understood by the computer 

35 programs and communication systems that handle the email 
messages. Such additional data, usually in the form of 
a data file known as an attachment, may be identified by 
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a description encoded in the universal US-ASCII code 
set. All computers in a network of computers' can 
understand the description "in US^ASCII code, but not 
necessarily the data content'. Many-data files such as 
video files contain da:ta that -is' byte oriented,- that is 
any value 0 to 255 may occur in the data stream. Byte 
oriented data which is to be included in ah attachment 
is re-encoded using the 7-bit US-ASCII character set' or 
a printable subset of the 7-bit US-ASCII character set. 
Various encoding methods are ' known and the type of 
encoding used is included as part of the attachment 
description. Base-64 is ah example of a known method 
which encodes byte oriented data using only 64 of the 
available ASCII characters. In this method the video 
data bytes are concatenated and then the resulting bit 
stream is divided into 6 -bit blocks. Each 6 -bit block is 
■transmitted using a character from the ASCII . character 
set. Thus each 8 bit byte sent in an attachment has. one 
of only 64 possible values and every four bytes sent 
contains only three bytes of video information. It will 
will be apparent that all encoding methods increase the 
number of bytes of data which is to be included in an 
attachment . 

In currently known Internet systems, the attachment 
description and data is known as a Multipurpose Internet 
Mail Extension, usually abbreviated to MIME. Various 
types of MIME are defined for transmitting data that 
represents text, images, audio, video or various 
combinations of these types. The MIME data describes 
the encoding and meaning of the data and thus allows any 
format of binary data to be transmitted. A series of 
IETF documents, including RFC 2 04 5 and 2046 define the 
MIME format in detail . In order to understand the 
attached data, the recipient user agent requires an 
email application that can recognize the MIME type and 
an application that can utilize any received attached 
data . 
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The file sizes that may be transmitted may be, for 
example, .over 10, megabytes _ for a video sequence . A file 
of this length could ...take . from 25 to 45 minutes to 
download via a telephone line using currently available 
5 modem, technology operating at .56 kilobits/second. 

Clearly, the recipient may.vfis.h to determine when, and 
if, a, large attached file is downloaded. Further, the 
recipient will wish to minimise the time taken to 
download an attachment and the recipient will wish to 

10 minimise the storage resource required on the user agent 
computer for such downloaded attachments. Known systems 
do not provide such user control and lack of control 
usually represents a cost and time penalty to the 
recipient which cannot be avoided without potential loss 

15 of information. Cost may be incurred to the local 

telephone supplier, to the local service provider and 
cost may also be incurred through temporary loss of 
computing facilities. The encoding methods and database 
systems that are features of this invention provide 

20 improved control and reduced data download times. 

In known systems an email message is sent from an 
originating user agent to the originator's mail transfer 
agent and then via the Internet to the recipient's mail 
transfer agent. The transfers are usually made using a 

25 communications protocol known as Simple Mail Transfer 
Protocol, SMTP. 

In one type of currently known system, the 
recipient user agent periodically communicates with his 
mail transfer agent to ask if any mail is waiting and 

30 then receive mail that is waiting. A communications 

protocol often used in this type of system is known as 
Post Office Protocol version 3, P0P3. In some 
situations the recipient may only become aware of the 
size of a message when it is actually downloading. A 

35 further disadvantage of the current system is that . such 
large files may use disc storage capacity in the 
recipient user agent computer against the wishes of the 
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user. For example a computer may have 100 Megabytes of 
available disk' space which i's sufficient for hundreds or 
even. thousands of normal text email messages . However 
ten or less video mails each of ten seconds duration 
5 could use all of the available disk storage. Systems 

using the POP protocol normally delete the message from 
the mail transfer agent when the' receiving user' agent 
has transferred it to his workstation computer. 

In another type of system, the mail transfer agent 

10 may store messages in a mail box function provided by 
the mail transfer agent computer. A protocol commonly 
used for communicating between the mail transfer agent 
and the user agent is known as Internet Message Access 
Protocol, IMAP. This protocol is well known by those 

15 skilled in the art of electronic mail systems. IMAP 

allows a user to retrieve, store, delete messages which 
■ are actually stored at the mail transfer agent as though 
the messages have all actually been transferred to a 
store on the user agent computer. It also allows the 

20 text part of messages to be downloaded whilst not 
retrieving long attachments such as video mails. 
However, the systiem only includes a store for mail 
messages, which may include attachments and retrieval is 
accomplished by using the IMAP protocol. 

25 Computer email applications at the recipient user 

agent which support the IMAP protocol usually include 
functions to inspect the MIME parts of the message and 
to avoid displaying large amounts of attached data. This 
data, when displayed directly in email applications, 

30 appears to consist of long character strings which are 
incomprehensible to a user but which are understood by 
an application, for example, a video player or 
spreadsheet application program. Such email 
applications can recognise an attachment and avoid 

35 displaying meaningless data. Some applications and 

operating systems can provide a program link to identify 
and initiate a program which can properly utilise the 
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attachment. .... 

In some known systems, an originator of a video 
mail or video attachment for ,an email may store the 
video sequence on a' database, ..which is local to the 
5 originator user agent, and 'attach a- reference such as a 
Unpfoinh Resource Locator, URL, into an email. The 
're'cipient can then decide whether, and when, to transfer 
the' actual video to his workstation computer. Such a 
■ transfer is usually via the Internet. However, the time 

10 to transfer a message over the Internet is limited by 

the Internet bandwidth available and requires storage in 
the recipient's workstation. Internet connections 
provide a data transmission rate which is very variable 
because of the many types and priorities of data 

15 transmissions occurring simultaneously across the world. 
Often there are periods lasting several seconds when no 
transfer at all occurs between some nodes. Although 
systems in which the originator stores a video 
attachment provide the recipient with a degree of 

20 control, recipients who wish to have fast and easy 

access to many video sequences must maintain their own 
data base of video attachments. This database local to 
the recipient user agent still requires a large disk 
capacity for each video mail attachment. 

25 In US Patents 5,781,901 and 5,771,255 assigned to 

Intel Corporation, there are disclosed systems in which 
an e-mail attachments is stored relatively local to the 
dender, the attachment having a unique network address. 
The recipient is sent an e-mail mesage which includes a 

30 link to the attachment. Tnis requires the sender to have 
an appropriate system to deal with the attachment . As a 
recipient may receive mail from a large number of 
sources, there can be no guarantee that all senders will 
use such a system. As a' result, recipients will still 

35 face the problem of handling large attachments. 

In US Patent 5,790,790 assigned to Tumbleweed 
Software Corporation, there is disclosed another system 
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for handling attachments at the sender's end..- Again 
does not address the problem of .a recipient mail system 
which may receive message from a variety of sources, . 
some of which may contain large attachments. 

PCT published application WO. 98/03928 olLextron 
Systems Inc. discloses a web mail system in which a web 
mail server receives incoming e-mails, converts them to 
HTML format and stores the messages in a directory:, 
structure. If the incoming mail has an. attachment , then 
it can be stored in the same directory, and a hyperlink 
can be provided on the message page so that a user can 
download or view the attachment . 

Whilst web mail systems can be convenient in some 
circumstances, the use of a web server and a directory 
structure to store messages is less efficient and slower 
than storing messages in an e-mail format. 

It is an object of the present invention to provide 
an improved system for handling large file attachments 
in email messages. 

Viewed from one aspect the present invention, 
provides an electronic mail system comprising a mail 
transfer agent which receives incoming mail and 
allocates the mail to a plurality of private message 
stores where the mail is stored in e-mail format for 
access by individual recipients, the system further 
comprising a database establishing a plurality of 
private attachment stores for access by individual 
recipients, and attachment processing means which scans 
incoming mail, detects attachments, and carries out the 
following processing steps when an attachment is 
detected in an incoming item of mail : 

(a) removing the attachment from the incoming item of 
mail and placing the attachment in the private 
attachment store for the recipient of the incoming 
mail item; 
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(b) inserting in the incoming item of mail a link to 
the attachment in the private attachment store; and 

(c) allocating the incoming item of mail, including the 
5 link, to the private message store for the 

• recipient; ^ • 

■ whereby the recipient may access the incoming item of 
mail in the private message store using an e-mail 

10 protocol,- and if desired gain access to the attachment 
in the private attachment store by activating the link 
in the incoming item of mail. 

Using such a system the recipients of the email 
messages may manage large file attachments stored in a 

15 database located at a local message transfer agent. 

Consequently the requirement for large mass storage in 
the user agent workstation is avoided. In preferred 
embodiments of the invention, transfer from the 
recijpient message transfer agent to the receiving user 

20 agent occurs at a reliable and high data transfer rate 
and at a time convenient to the recipient user agent. 
For example, the user agent may chose to transfer video 
sequences in off-peak times when telephone connection 
between message transfer agent and user agent is 

25 provided at a reduced charge rate. Only those 

attachments that are required at any particular time are 
transferred to the user agent workstation and stored on 
a temporary basis. This method of working ensures a 
smooth workflow and optimum communications cost. 

30 Many configurations of computer systems and 

communications systems are known and it will be 
appreciated that the invention may be applied in systems 
using other configurations of mail server and mail 
transfer agents. For example a corporate organisation 

35 may include a computer server directly connected to the 
internet which acts as the message transfer agent for 
its own employees. In this case, connection to , 
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individual user's workstations may. be by a local area 
network, and the corporate computer sepyer will provide 
the functions of the mail transfer agent which are 
described in this specification. - = 
5 Viewed from another .aspect of the invention there 

is provided a method for processing attachments .on items 
of electronic mail received by a mail transfer agent 
which receives incoming mail and allocates the mail : to a 
plurality of private message stores where the mail is 

10 stored in e-mail format for access by individual 

recipients, the method comprising the steps of providing 
a database establishing a plurality of. private 
attachment stores for access by individual recipients, 
processing incoming mail, detecting attachments, and 

15 carrying out the following attachment processing steps 
when an attachment is detected, in an incoming item of 
mail : 



(a) 



(b) 



(c) 



removing the attachment from the incoming .item of 
mail and placing the attachment in the. private 
attachment store for the recipient of the incoming 
mail item; 

inserting in the incoming item of mail a link to 
the attachment in the private attachment store; and 

allocating the incoming item of mail, including the 
link, to the private message store for the 

recipient ; 

30 

whereby the recipient may access the incoming item of 
mail in the private message store using an e-mail 
protocol, and if desired gain access to the attachment 
in the private attachment, store by activating the link 
35 in the incoming item of mail. • . 

Viewed from another aspect of the present 
invention, there is- provided- a computer software product 
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for installation on .data processing means serving as a 
'^mail transfer- agent for an electronic mail system which 

receives incioming mail and allocates the mail to a 

plurality of private message stores where the mail is 
5 stored in e-mail format, for access by individual 

recipients', the computer software, produ'ct comprising 

Code such that when installed on the data processing 
- means there will be created attachment processing means 

which scans incoming mail, detects attachments, and 
10 carries out the following processing. steps when an 

attachment is detected in an incoming item of mail: 

(a) ' removing the attachment from the incoming item of 

mail and placing the attachment in a .private 
15 attachment store for the recipient of the incoming 

mail item, the private attachement store being 
' establisehd by a database; 

(b) inserting in the incoming item of mail a link to 

20 the attachment in the. private attachment store; and 

(c) allocating the incoming item of mail, including the 
link, to the private message store for the 
recipient; 

25 

whereby the recipient may access the incoming item of 
mail in the private message store using an e-mail 
protocol, and if desired gain access to the attachment 
in the private attachment store by activating the link 

30 in the incoming item of mail. 

Viewed from another aspect of the present 
invention, there is provided a computer software product 
for installation on data processing means, the product 
comprising code which when installed on the data 

35 processing means will -provide a mail transfer agent for 
an electronic mail system which receives incoming mail 
and allocates the mail to a plurality of private message 
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stores where the mail is stored in e-mail format for 
access by individual recipients, the mail transfer agent 
also being associated with a database establishing, a 
plurality of private attachment .stores for access by 
5 individual recipients, the computer software being such 
that when installed on the data processrng means there 
will be created attachment processing means which scans 
incoming mail, detefets attachments, and carries out the 
following processing steps when an attachment, is 
10 detected in an incoming item of mail: 

(a) removing the attachment from the incoming item of 
mail and placing the attachment in the private 
attachment store for the recipient of. the incoming 
15 mail item; 

inserting in the incoming item of mail a link to 
the attachment in the private attachment store; and 

allocating the incoming item of mail ., including the 
link, to the private message store for the 
recipient ; 

whereby the recipient may access the incoming item of 
mail in the private message store using an e-mail 
protocol,- and if desired gain access to the attachment 
in the private attachment store by activating the link 
in the incoming item of mail . 

in some embodiments of the present invention, the 
attachment processing means may carry out the processing 
steps in respect of all attachments on incoming items of 
mail. Alternatively, the attachment processing means 
carries out the processing steps only in respect of 
attachments meeting predetermined criteria. Such 
predetermined criteria could concern the size of an 
attachment, and / or the type of an attachment, such as 
whether the attachment is a video file. 



(b) 



(c) 
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In a preferred embodiment, prior to placing an 
attachment in the private' attachment store, the 
attachment processing means decodes the attachment. The 
attachment is preferably, converted from 7 bit data to 8 
5 bit data before placing the attachment in the private 
attachment store. 

'.. In a .preferred embodiment, each private attachment 
store has a first part which stores attachment files and 
a second part which stores message headers which 
10 identify the location in the first part of the 

attachment files relating to particular messages. The 
message headers preferably comprise HTML data pages. In 
such a system, the link which is placed in an incoming 
item of mail by the attachment processing means may be a 
15 hyperlink which provides access to the HTML data page 
which is associated with the attachment file in the 
..private attachment store. 

Thus, in accordance with preferred embodiments of 
the. present . invent ion, the message transfer agent which 
20 provides network connection services for email 

recipients, provides a system for examining email 
attachments, replacing the attachment with a reference, 
forwarding the reduced email to the recipient, and 
storing the attachment in a section of an application- 
25 oriented database which is private to the recipient. 

The reference to the attachment which is embedded in the 
mail message is in the form of a universal resource 
locator, URL, which allows the attachment to be 
retrieved through a web browser rather than an email 
30 application. 

As regards the software, this may be such that when 
installed on the data processing means the software 
creates the database establishing the plurality of 
private attachment stores. Alternatively, the software 
35 may be installed in conjunction with database software 
which when installed on data processing means will 
create the database, establishing the plurality of 
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private attachment stores which is to be associated with 
the mail transfer agent. 

The software may be provided for installation in 
any suitable format . For example ; it could- be irecbrded 
5 on a physical data carrier siich as a disk," CD-ROM or 
tape for subsequent installation on data processing 
means. It could be provided as a signal' transmitted over 
a network. It could recorded on a server for 
distribution over a network for subsequent installation 
10 on data processing means, for example by being • 
downloaded over the Internet. The software may be 
provided in encrypted and /or compressed form; 

The software may be completely self contained, or 
may modify existing mail transfer agent software, or may 
15 work as an add-in alongside existing software. 

Some embodiments of the present invention will how 
be described by way of example and with refernce to the 
accompanying drawings, in which: 

Figure 1 shows the steps in sending a message from 
2 0 originator to recipient according to the current known 
art ; 

Figure 2 shows the steps involved in sending a 
message and attachments according to an embodiment of 
the present invention; 
25 Figure 3 shows a message containing two video 

attachments before and after processing in accordance 
with the present invention; 

Figure 4 shows the video message storage system 
used for the processed message attachments in accordance 
30 with the present invention; 

Figure 5A shows an example of an email header and 
text message; 

Figure 5B shows an example of two video attachments 
according to the current art; 
35 Figure 5C shows the attachments after processing in 

accordance with the present invention; and 

Figure 6 shows how various systems may be inter- 
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connected using, the Internet and other communications 
channels. .. 

...Referring now in detail to the drawings, Figure 1 
shows .a system according to the current state of the art 
in, which a message, 17, which .is encoded using IETF 
email specifications referred to previously, is 
transferred, from an originating user agent 12 to a 
recipient user agent 16. The message is first sent to an 
originator message transfer agent, 13, and then relayed, 
via the Internet, 11, to a receiving message transfer 
agent, 14. The protocol used for these message 
transfers is usually SMTP. The receiving message 
transfer agent, 14, provides a message store, or mail 
box, 15. The recipient user agent, 16, may then 
retrieve messages from the message store, 15, using for 
example, IMAP or POP3 protocols. The system according to 
the. current invention may operate in this mode by using 
a. subset of its capabilities. 

Figure 2 shows a system in accordance with an 
embodiment of the present invention, which is similar to 
the system shown . in figure 1, but having an additional 
video message store, 26, and software plug- in function 
25, at the recipient message transfer agent, 24. The 
plug-in function, 25, examines incoming email in order 
to detect Video, or other, attachments. The plug-in may 
then send the video attachment to. the video message 
store and insert a reference into the mail message. As 
described earlier, the video or other attachments 
included in the received email are encoded using the 
7bit US-ASCII encoding which represents 8 bit byte video 
data. The plug-in function 25 decodes the 7 bit data 
into 8 bit data before storing the data in the database. 
Converting from 7 bit data to 8 bit data at the message 
transfer agent is an advantage of the current invention 
because the size of the. database file is reduced. Other 
advantages of converting from 7 bit to 8 bit data at the 
message transfer agent will become apparent later in 
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relation to retrieval of data by the user agent. In some 
arrangements it may be necessary to convert a 6 bit 
encoded attachment, such as one which has been encoded 
using Base-64. In general, the system Will convert data 
words consisting of 7 or less' bits 'of wanted data to 8 
bit byte oriented data. ~* ^ 

Referring again to Figure 2, the recipient user' ' 
agent, 28, may access text' messages from the message 
store 27 using P0P3 or IMAP protocols as in the known 
prior art. The recipient user agent may also access 
video message content from the video message store, 26, 
using the well known HTTP hypertext transport protocol 
as used by systems using the internet, for example; the 
world wide web (www) . The HTTP access method of 
retrieving video data that has already been converted to 
8 bit data provides faster user access than the known 
methods using IMAP protocols. Faster access occurs 
because the volume of data for each video sequence is 
lower in 8 bit data than 7 bit data (resulting in faster 
access and transmission time), and because no decoding 
is required by the user agent computer . 

Figure 3 shows, by way of example, an email message 
31 which consists of a header part, 311, a message part, 
312, and video attachments, 36 and 37. Figure 3 also 
shows how the email message is processed by plug- in 25 
into email message 32. The email message, including its 
attachments exists, and has been received, as a single 
stream of bytes of data comprising the data of sections 
311, 312, 36 and 37. 

Referring to figure 3, the two video attachments, 
3 6 and 3,7, are removed from the message, 31, by the 
plug-in function, 25 of figure 2, and placed in data 
pages 34 and 35 . Two new attachments, comprising HTML 
(HyperText Mark-up Language defined by the World Wide 
Web Consortium) page references, 33 and 38 replace the 
video attachments, 36 and 37 respectively, to form the 
new message 32. New message 32 is placed in message 
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store 27 of figure 2. . 

Data pages,,. 34 and 35,, are constructed using HTML. 
The two HTML data, pages, 34 and 35, are then stored in 
the video message store, 26 in figure 2. HTML is a 
5 well-known and commonly used data coding system for 

cqmbining formatting commands with text" data, graphical 
data and crossrreference link's. The cross-reference 
links may. be both within data entities and to other data 
entities. 

10 The video message store will now be described in 

more detail with, reference to figure 4 and then the 
detail of the message structure will be described with 
reference to figures 5A to SC. Referring to figure 4, 
the video store, 40, shows the video message store 26 in 
15 detail.. The video store may be considered as having two 
principle modes of operation concerned respectively with 
writing video data and reading video data. A third file 
maintenance mode will also be described later. 

In the writing mode, the video message store is 
20 loaded automatically with video data by the plug-in 

software, 25, and the www (world wide web) server and 
database control, 48, as previously described with 
reference to figure 3. 

In the preferred embodiment, the video database is 
located at a service provider or corporate server and 
thus the video database may contain video sequences for 
many different users. Each user is therefore allocated 
a specific part of the database that may only be 
accessed by the authorized user. Figure 4 shows three 
video storage areas, 43, for three users, by way of 
example. It will be appreciated that there may be a 
large number of users each with a similar storage area. 
It will also be appreciated that the storage areas shown 
do not represent physical . storage areas but are 
35 allocated from available storage according to known 
database principles. 

In the preferred embodiment, each of the video 



25 



30 
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Storage areas, 43, is divided into two parts. The first 
part, is a message header store, shown for the first 
user as message header store, 45. Data pages, 421 and 
422, from the HTML data pages, 34 and 35, are loaded 
5 into the store to identify each video sequence and its 
location allocated by' the database controller and www 
server, 48. The second part of the video storage -area, 
44, is loaded with the video sequences so that the 
message headers contained in store section 4 5 identify 
10 the location of video sequences in the store section 44 . 

The video store, 40, is a structured database of 
video sequences. The general structure and operation of 
databases is known in computer engineering but the 
access methods and structure in the preferred embodiment 
15 of the invention are chosen to be compatible with the 
email and Internet system described previously. 
However, it will be appreciated that any database 
structure and access method could be used. ' 

The database read operation will now be described. 
20 As previously described, the recipient user agent, 41, 
may retrieve email from message store, 27 of figure 2. 
The user may use one of a variety of commercially 
available email software packages such as HotMail (Trade 
Mark), available from Microsoft Inc. in order to 
25 retrieve email . To take full advantage of this 

invention, the recipient user agent also requires an 
Internet browser program, such as Internet Explorer 
(Trade Mark), also available from Microsoft Inc. 

As previously discussed, some of the email messages 
30 may have had video or other attachments removed by the 
plug-in 25 and stored in the video store 40. The HTML 
data pages that replace the video attachments may be 
displayed to the user as icons or other hyperlinks 
within the user email software. In order to view a 
35 particular video sequence, the user selects the 

appropriate icon or link, usually by clicking a computer 
mouse with a screen cursor over' a display of the icon or 
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hyperlink. Such selection techniques are well knovm in 
the field of windows' based computing. The selection 
action initiates, .the Internet browser program with an 
instruction to fetch the data specified by the icon or 
^ hyperlink selected. 
■ The icon or hyperlink identifies a-file held in the 
video data store 40, the browser program requests the 
selected video sequence from the www server 48, using 
-the user agent to message transfer agent connection path 
49. Because the video -data in the database is private 
to individual users, it is necessary for users to log-on 
to the database for a session during which one or more 
video sequences are retrieved. Such log-on procedures 
are well known and do not form part of this invention. 

Following the log-on procedure, the www server and 
database control, 48, interrogates the message headers 
45, via data path 47, to identify the location of the 
selected video sequence. The selected video data file is 
then streamed out of database memory via a high speed 
video streaming data path, 46, and the www server, 48, 
to the user agent 41. 

It will be appreciated that the video database 
which stores 8 bit decoded video and has a high speed 
video streaming path used in conjunction with the direct 
connection from the message transfer agent to the user 
agent is a feature of preferred embodiments of this 
invention which allows fast or real time video retrieval 
not previously possible. It will also be appreciated 
that the video may be streamed at a data rate that is 
sufficiently high for viewing in real time on a device 
which does not have mass storage, for example a 
television receiver. 

It will also be appreciated that the foregoing 
description, which refers to figures 3 and 4, is of only 
one embodiment of the invention. Message types other 
than video may be included in the message and there may 
be any number of attachments. IETF document RTF 2046, 
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together with associated documents, describes the types 
and detail of possible. attachments . ■ The specification 
RTF 2046 allows the inclusion- of multiple types pf 
attachment . .. . ^ 

5 Referring again to figure 2, the plug-iri function, 

25 in figure 2, of the message' tran'sfer^agent processes 
mail messages that may include video attachments., The 
precise structure of an incoming ■ mail message is not a 
feature of the present invention but a typical message 

10 structure will now be described in order that the 

function of the preferred embodiment of the present 
invention may be clearly understood. 

Figures 5A and 5B give an example of a- typical 
electronic mail message, conforming to the ^previously 

15 mentioned IETF specifications, which may be processed by 
the software plug -in. The data shown in figure 5A and 5B 
are one continuous data stream but are shown, for 
convenience, split into two parts. Also . in Figure 5B, 
two sections of data have been omitted from- the figure 

20 for convenience . These sections are marked on the . 
Figure as [REMOVED DATA] . 

Figure 5 C shows message data from figure 5B after 
processing by software according to the current 
invention. Data from figure 5A remains unchanged by the 

25 current invention and hence data from figure 5A and 5C 
form a complete processed message. Figures 5A to 5C 
conform to the IETF RFC documents defining email 
structure. However, the information is displayed to 
users in a variety of formats by various available email 

30 software applications. Many software applications will 
limit the information displayed to the user to text 
messages and useful information, such as the sender's 
address and subject only. 

Referring to Figure 5A, the first data, 51, is 

35 information which is added to the message as it 

progresses through the system, as previously described 
with reference to Figure 1. The information, 51, . 
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indicates the route which the message has taken, the 
originator and, recipient email address, message 
identification number and time information relating to 
progress through the Internet system. 

The following data, 52, indicates that one or more 
attachments is present and defines the type of 
attachment. In this example the content type is shown 
■as' "multipart/mixed" which indicates that there are 
several sections to the message and that the sections 
are of different types.. The IETF documents define all 
allowable content types. The sections of the message 
are separated by a data string called a boundary and 
shown at 52. This boundary data string is repeated at 
each boundary between sections in the message. Each 
occurrence of the boundary data string is detected by 
user agent and message transfer agent software to allow 
correct partitioning of. the message. 

The data, 53, starts with the boundary data string 
and a definition of the content type of the data 
■ following, until the next boundary data string. In this 
example, the content is defined as text/plain and 
defines the. text. part of the message, 54. Email 
messages that do not have attachments may omit the 
boundary data string. 

The text section of the message, 54, is terminated 
by the boundary string 55. The data after boundary data 
string 55 continues in figure 5B. For purposes of 
clarity in the diagrams, the boundary string 55 is 
repeated at the start of figure 5B. The boundary string 
actually occurs only once between sections. 

Figure 5B shows two video attachments starting at 
56 and 58. Both attachments are of content type 
video/Quicktime. Qui.cktime (Trade Mark) is a video 
movie format devised by Apple Computer Inc. and widely 
available. It will be appreciated that the content type 
video/Quicktime is. shown as an example and that any 
content type and sub. type allowed by the IETF documents 
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could occur. It will also be appreciated- that the number 
of attachments is hot limited to the two attachments 
shown and that any number of attachments allowed by the 
IETF documentation are possible -for use with this '. 
5 invention. 

The data field 56 describes the data, 57, which is 
the video data sequence, named Canyon -1 in this ; example . 
In this example the content transfer encoding is shown 
as Base-64. Base-64 encoding is a method which has been 
10 described' earlier. The data field 58 describes the last 
attachment, named Canyon-2 which' comprises video data 
59. Finally, the boundary data string 50 indicates the 
end of the message. 

The plug- in software, 25 of figure 2, extracts and 
15 analyses the content type descriptors and boundary data 
strings, 52, 53, 55, 56, 58 and 50 . The boundary string 
52 allows correct partitioning, and hence analysis, of 
the whole email message. The plvig-in software detects 
the boundary 53 as being identical to boundary 
20 definition 52 and then examines the content type which 
immediately follows: Since in this example the content 
type is text/plain, the part of the message to the next 
boundary data string 55 is not modified. 

However, when the data 56 after the boundary data 
25 string 55 is examined and the content type 

video/Quicktime is detected, the plug-in software 
replaces the data 56 with an HTML description of the 
video data as shown in figure 5C 501. The data 57, 
which is terminated by boundary data string 58, is 
30 converted to 8 bit data, placed in a file named canyon- 
l.html and loaded to the video portion, 44, of video 
data store 40. The location of the file canyon-l.html 
is given as a universal resource locator, URL, shown as 
part of data 502. Data 502 is used to build the message 
35 headers 45 which are stored in the video data, store. 

Data 502 may also contain informative text which will be 
displayed when the message header is accessed to 
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retrieve video, data as described earlier. 

By the process described, the plug- in software has 
replaced the video, data 57 with the HTML page 502 which 
ends, with the boundary data string 503 . Boundary data 
string 503 is identical to t^e boundary data string 
defined for this email message at 52. 

The second attachment starts at boundary data 
string 58 and, in this example, is also of content type 
video/Quicktime. In a manner similar to that described 
above, the plug-in software replaces the descriptive 
information following boundary data string 58 with HTML 
description 504 which is terminated by boundary data 
string 505. The video data 59 is converted to 8 bit 
data, placed in file canyon-2.html and written as a 
second entry into message header store 45 and video 

store 44. . 

It will be noted that the incoming message 
consisted of data illustrated in Figure 5A concatenated 
with the data illustrated in Figure 5B and that the 
plug-in software generates a new message which consists 
of data illustrated in figure 5A concatenated with data 
illustrated in figure 5C. The new message generated by 
this means is stored in message store 27 and is the only 
email message available to the user agent. The user 
agent accesses the video content from the video store 
using a web browser and HTTP protocols as described 
earlier. 

Using known standard file management tools, the 
user may manage the video file data base from user agent 
terminal 41. Functions normally available include 
"copy", "delete" and download. 

In summary, the preferred embodiments of the 
invention involve the use of plug-in software and a 
video data base, both of which reside at the message 
transfer agent, which may be e.g. a remote site of an 
internet Service . Provider or e.g. an Intranet corporate 
server. 
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Figure 6 shows examples of threfe different methods 
by which computer systems may be ' cbnnW'Cted to the 
Internet, 64. Connections to the' internet are made to 
allow several types of data transfer ahd other ■ functions 
5 such as searching for particular information. Electronic 
mail, which is the subject of this' invention, is jiist 
one use of the Internet system. 

In the first method according to the previous 
description, computer, 661, is an example of a user ' 

10 agent computer, 661, connected to the internet via a 
service provider, 671, which functions as a message 
transfer agent. Computer user agent 661 connects to 
service provider 671 via a telephone connection 651, 
which may be a dial-up connection or a dedicated digital 

15 line service. Service providers 671 and 672 will 

usually each support more than one user agent computer 
similar to computer 661. User agent 662 is shown 
connected to service provider 672- via telephone 
connection 652. In the known Internet system there are 

2 0 currently several million computers connected directly 
or via service providers, each of which may be a user 
agent. Only a small number of computer terminals . are 
shown in figure 6 for clarity. It will be appreciated 
that user agents, 661 and 662 may each be originating or 

25 receiving user agents and it will also be appreciated 
that at different times any computer may be an 
originating or recipient user agent . 

The second and third examples of methods of 
connection to the Internet shown in figure 6 are 

30 commonly used by corporate organisations. 

In the second example, small organisations are 
connected to the Internet, 64, through a service 
provider, 672, and an internal corporate communications 
server computer, 691. In this example, the corporate 

35 server, 691, receives or sends mail messages and 

processes incoming messages using a plug- in which is 
functionally equivalent to the message transfer agent 
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plug-in described previously. The video attachments are 
stored in corporate file server, 692. The user agents. 

who may originate- or send messages, are connected to 
the corporate communications and file servers vxa a 
c ■ local Wea network/ 693. User agents may also have 
. access to the , corporate network, 693, Trom a computer, 
situated at a remote location by using a telephone 

or • data connect ion . 

The third method of connection sho»n as an example 
10 is generally used by large organisations who connect 
dirlctly to internet, 64, via their o«n f.rewall, 63, 
t d co-unications server. The 
Known syste. to protect the corporate -y-™;-" 
illegitimate access from any person connected to the 
,5 Iternet and to examine all incoming data to prevent 

omputer viruses from infecting the corporate computer, 
m Ihe systems described previously, th.s ^ 
protection, may be provided by the service prov der or 
organisation. s own computer system. The operation of 
,0 the system is equivalent to the second example. 
" explications server, 6.1, uses a P^-;- 

incoming messages and store the video attachments 
file server, 622. aser agent terminals, 61, are 
connected to the corporate communications servers via 
,5 the local area network 623. The present invention .s 
" Tartitularly useful in corporate organisations because 
it is common for the corporate servers to display a 
message on a user workstation Immediately an email 
Te age is received. The user agent may wish to examine 
30 the m!sBage i«nediately but usually does not -^l^." 

lave a large attachment loaded into his computer in the 
middle of his normal work. 

It will be appreciated that these three methods of 
connection to the Internet have been given as examples 
35 of all possible methods. For example the — ^ 

providers 671 and 672 may connect to some user agent 
footers Via wireless co^nunication systems co^nonly 
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used, in mobile telephone systems. 

The user agent computer may vary in performance and 
specification. For example, the user agent computer may 
be a simple device, without disc^ storage, ' comprising an 

5 interface unit connected to a television receiver. " " 

Other examples of user agent computers "are peirsonal work 
stations such as those based on architectures originally 
devised by International Business Machines or' Apple 
Computer. Inc. and known as personal computers or PC's. 

.0 In pref er.red embodiments in accordance with the 

present, invention, there is improved performance by 
storing data attached to incoming emails in a database 
which may be accessed both at a time which is convenient 
for the user agent and by a method which provides 

.5 optimum high speed performance. The function of the 
plug -in software of the preferred embodiment is to 
examine incoming email messages, replace' video' 
attachments by corresponding HTML attachments and also 
to decode and load the video data into thfe video data 

!0 store. 
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CLAIMS 



1 An electronic mall system comprising a mail 
transfer agent which receives incoming mail and 
allocates the mail to a plurality of private message 
stores where the mail is stored in e-mall format for 
access by individual recipients, the system further 
comprising a database establishing a plurality of 
private attachment stores for access by indwxdual 
recipients, and attachment processing means whxch scans 
incoming mail, detects attachments, and carr.es out the 
following processing steps when an attachment .s 
detected in an incoming item of mail: 

(a) removing the attachment from the incoming item of 
n.ail and placing the attachment in the private 
attachment store for the recipient of the incoming 
mail item; 

inserting in the incoming item of mail a link to 
the attachment in the private attachment store; and 

(c) allocating the incoming item of mail, including the 
link, to the private message store for the 
recipient ; 

Whereby the recipient .ay access the ir.con.ing item o£ 
„ail in the private message store using an e-mail 
:::tocol. an^ i« desirea gain access to the attachmen 
in the private attachment store- by actrvatrng the Ixnk 
in the incoming item of mail. 



(b) 



2 A system as claimed in claim 1, wherein the 
attachment processing means carries ont '^-^^"--^ 
steps in respect of all attachments on xncoming .terns o£ 

mail • 
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3. A system as claimed in claim 1, wherein the 
attachment processing means carries out the processing 
steps only in respect of .attachmen.ts meeting 
predetermined criteria. 

4. A system as claimed in claim . 3, wherein the 
predetermined criteria concern the size of an 
attachment . 

5. A system as claimed in claim 3, wherein the 
predetermined criteria concern the type of an 
attachment. 

6. A system as claimed in claim 5, wherein the 
predetermined criteria include the attachment being a 
video file. 

7. A system as claimed in any preceding claim, wherein 
prior to placing an attachment in the private attachment 
store, the attachment processing means decodes the 
attachment . 

8. A system as claimed in claim 7, wherein the 
attachment processing means converts the attachment from 
data words consisting of 7 or less bits of wanted data 
to 8 bit byte oriented data before placing the 
attachment in the private attachment store. 

9. A system as claimed in any preceding claim, wherein 
each private attachment store has a first part which 
stores attachment files and a second part which stores 
message headers which identify the location in the first 
part of the attachment files relating to particular 
messages. 

10. A system as claimed in claim 9, wherein the message 
headers comprises HTML data pages. 
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11. A system as claimed in claim 10, wherein the link 
which is placed in an incoming item of mail by the 
attachment processing means is a hyperlink which 
provides access to the HTML data page which is 
associated wi1:h the^ attachment file in the private 
attachment store. 

12 A system as claimed in claim 1, wherein the 
attachment processing means operates on a video f Ue 
attachment to decode the attachment and convert xt from 
data words consisting of 7 or less bits of wanted data 
to 8 bit byte oriented data, places the 8 bit vxdeo data 
file in a first part of the private attachment ■ store , 
and places an HTML data page linked to the video data 
-file in a second part of the private attachment store, 
and wherein the link placed in the incoming item of maxl 
is a hyperlink to the HTML data page, whereby a user may 
access the: incoming item of mail by means of a user 
agent on a user workstation and activate the hyperlxnk 
so that the 8 bit video data file is streamed from the 
private attachment store to the user workstation. 

13 A system as claimed in claim 12, wherein the video 
data file which is streamed to the user workstation is 
viewed on the workstation by means of a browser. 

14 A method for processing attachments on items of 
electronic mail received by a mail transfer agent which 
receives incoming mail and allocates the mail to a 
plurality of private message stores where the mail is 
stored in e-mail format for access by individual 
recipients, the method comprising the steps of providing 
a database establishing a plurality of private 
attachment stores for access by individual recipients, 
processing incoming mail , detecting attachments, and 
carrying out the following attachment processing steps 
when an attachment is detected in an incoming item of 
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mail : 

(a) removing, the attachment from, the incoming item of 
mail and placing the., attachment in the private 
attachment store for the recipient of the incoming 
mail item; 

(b) inserting in the incoming item of mail a link to 
the attachment in the private attachment store; and 

(c) allocating the incoming item of mail, including the 
link, to the private message store for the 
recipient; 

whereby the recipient may access the incoming item of 
mail in the private message store using an e-mail 
protocol, and if desired gain access to the attachment 
in the private attachment store by activaiting the link 
in the incoming item of mail . 

15. A method as claimed in claim 14, wherein the 
attachment processing steps are carried out in respect 
of all attachments on incoming items of mail. 

16. A method as claimed in claim 14, wherein the 
attachment processing steps are carried out only in 
respect of attachments meeting predetermined criteria. 

17. A method as claimed in claim 16, wherein the 
predetermined criteria concern the size of an 
attachment. 

18. A method as claimed in claim 16, wherein the 
predetermined criteria concern the type of an 
attachment . 

19. A method as claimed in claim 18, wherein the 
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predetermined criteria include the attachment being a 
video file . 

20. A method, as claimed in any any of claims 14 to 19, 
wherein prior to placing an attachment in the private 
attachment store, the. attachment is decSded. 

21. A method as claimed in claim 20, wherein the 
attachment is converted from data words consisting of 7 
or less bits of wanted data to 8 bit byte oriented data 
before being placed in the private attachment store. 

22. A method as claimed in any of claims 14 to 21, 
wherein each private attachment store has a first part 
which stores attachment files and a second part which 
stores message headers which identify the location in 
the first part of the attachment files relating to 
particular messages. 

23. A method as claimed in claim 22. wherein the 
message headers comprises HTML data pages. 

24. A method as claimed in claim 23, wherein the link 
which is placed in an incoming item of mail is a 
hyperlink which provides access to the HTML data page 
which is associated with the attachment file in the 
private attachment store. 

25. A method as claimed in claim 14 , wherein a video 
file attachment is decoded and converted from data words 
consisting of 7 or less bits of wanted data to 8 bit 
byte oriented data, the 8 bit video data file is placed 
in a first part of the private attachment store, and an 
HTML data page linked to the video data file is placed 
in a second part of the private attachment store, and 
wherein the link placed in the incoming item of mail is 
a hyperlink to the HTML data page, whereby a user may 
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access the incoming item of mail by means of a user 
agent on a user workstation and activate the hyperlink 
so that the 8 bit video data file is streamed from the 
private attachment store to the use'r workstation. 

26. A method as claimed in - claim 25, .wHerein the, video 
data file which is streamed to the user workstation is 
viewed on the workstation by means of a browser. 

27. A computer software product for installation on. 
data processing- means serving as a mail transfer agent 
for an electronic mail system which receives incoming 
mail and allocates the mail to a plurality of private 
message stores where the mail is stored in e-mail format 
for access by individual recipients, the computer 
software product comprising code such. that when 
installed on the data processing means there will be 
created attachment processing means which scans incoming 
mail, detects attachments, and carries out the following 
processing steps when an attachment is detected in an 
incoming item of mail: 

(a) removing the attachment from the incoming item of 
mail and placing the attachment in a private 
attachment store for the recipient of the incoming 
mail item, the private attachement store being 
establisehd by a database; 

(b) inserting in the incoming item of mail a link to 
the attachment in the private attachment store ; and 

(c) allocating the incoming item of mail, including the 
link, to the private message store for the 
recipient; 



whereby the recipient may access the incoming item 
mail in the private message store using an e-mail 
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protocol, and if desired gain access to the attachment 
in the private attachment store by activating the link 
in the . incoming item, of mail . 

2B, A computer software product for installation on 
data processing means, the product comprising code which 
when installed on the data processing means will provide 
a ;mail transfer agent for an electronic mail system 
which receives incoming mail and allocates the mail to a 
plurality of, private message stores where the mail is 
stored in e-mail format for access by individual 
recipients, the mail transfer agent also being 
associated with a database establishing a plurality of 
private attachment stores for access by individual 
recipients, the computer software being such that when 
installed on the data processing means there will be 
created attachment processing means which scans incoming 
mail, . detects attachments, . and carries out the following 
processing steps when an attachment is detected in an 
incoming item of mail : 

(a) removing the attachment from the incoming item of 
mail and placing the attachment in the private 
attachment store for the recipient of the incoming 

mail item; 

(b) inserting in the incoming item of mail a link to 
the attachment in the private attachment store; and 

(c) allocating the incoming item of mail, including the 
link, to the private message store for the 
recipient ; 

whereby the recipient may access the incoming item of 
mail in the private message store using an e-mail 
protocol , and if desired gain access to the attachment 
in the private attachment store by activating the link 
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in the incoming item of mail. 

29. A computer software product as clairhed in claim 27 
or 28, wherein when installed on the data processing 
means the code creates the ' database eistablish'ing'- the 
plurality of private attachment stores."" - ' 

30. A computer software product as claimed in claim 27 
or 28, in combination with a database software product 
which when installed on data processing means will 
create the database establishing the plurality of 
private attachment stores which is to be associated with 
the mail transfer agent. 

31. A computer software product as claimed in any of 
claims 27 to 30, being such that when installed on the 
data processing means the attachment processing. steps 
may be carried out in respect of all attachments on 
incoming items of mail. 

32. A computer software product as claimed in any of 
claims 27 to 30, being such that when installed on the 
data processing means the attachment processing steps 
may be carried out only in respect of attachments 
meeting predetermined criteria. 

33. A computer software product as claimed in claim 32, 
wherein the predetermined criteria concern the size of 

an attachment . 

34. A computer software product as claimed in claim 33, 
wherein the predetermined criteria concern the type of 
an attachment . 

35. A computer software product as claimed in claim 34, 
wherein the predetermined criteria include the 
attachment being a video file: 
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36. A computer software product as claimed in any of 
claims 27 to 35, being such that when installed on the 
data pr-ocessing means, an attachment is decoded prior to 
being. placed in, the private attachment store. 

37. " A computer software product as clattned in claim 36, 
wherein the attachment is converted from data words 
consisting of 7 or less bits of wanted data to 8 bit 
byte oriented data before being placed in the private 
attachment store. 

38 A computer software product as claimed in any of 
claims 27 to 37, being such that when installed on the 
data processing means, there are established private 
attachment stores each having a first part which stores 
attachment files and a second part which stores message 
headers which -identify the, location in the. first part of 
the attachment files relating to particular messages. 

39 A computer software product as claimed in claim 38, 
wherein, the. message headers comprises HTML data pages. 

40 A computer software product as claimed in claim 39, 
wherein the link which is placed in an incoming item of 
mail is a hyperlink which provides access to the HTML 
data page which is associated with the attachment f xle 
in the private attachment store. 

41 A computer software product as claimed in claim 27 
or 28, being such that when installed on the data 
processing means a video file attachment is decoded and 
converted from data words . consisting of 7 or less bits 
of wanted data to 8 bit byte oriented data, the 8 bit 
video data file is placed in a first part of the private 
attachment store, and an HTWL data page linked to the 
video data file is placedl in a second part of the 
private attachment store, and wherein the link placed in 
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the incoming item of mail is a hyperlink to the HTML 
data page, whereby a user may access the incoming item 
of mail by means of a user- agent on a user wcrkstation 
and activate the hyperlink so that' the 8 bit video data 
file is streamed from the private attachment store to 
the user workstation. ' ' 

42. A computer software prbduct as claimed in claim. 41, 
wherein the video data file which is streamed to the 
user workstation is of a type that can be viewed on the 
workstation by means of a browser. 

43. A computer software product as claimed in any of 
claims 27 to 42, installed on data processing means for 
operation in an electronic mail system. ' 

44 . A computer software product as claimed in any of 
claims 27 to 42, recorded on a data carrier for 
subsequent installation on data processing means. 

45. A computer software product as claimed in any of 
claims 27 to 42, recorded on a server for distribution 
over a network for subsequent installation on data 
processing means . 

46. A computer software product as claimed in any of 
claims 27 to 42, provided as a signal transmitted over a 
network for subsequent installation on data processing 
means . 

47. A computer software product as claimed in claim 44, 

45 or 46, in encrypted and / or compressed form. 

48. A method of providing an electronic mail system as 
claimed in claim 1, comprising the step of installing on 
data processing means a computer software product as 
claimed in any of claims 44 to 47. 
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Received: from EIDOSUK_WKTSTRH ([172.16.3.10]) bymail.eidosxo.uk with 
SMTP _ . . . - 

(Microsoft Exchange Internet Mail Service Version 5.5.2448.0) 
id 2BC8,TQYK; Tue, 6 Apr 1999 10:16:32 +0100 
Message-ID: <002f01 be800e$da5ae500$0a031 Oac@eidosuk_wktstrh.eidos.co.uk> 
From: Simon Rabe-Hesketh <strh@eidos.co.uk> ^ 
Reply-To: Simon Rabe-Hesketh <strh@eidos.co.uk> 
To: ASmilh@acompany,co.uk 
Subject: A message with Video EMail Attachments ? 
Date: Tue, 6 Apr1999 10:21:29 +0100 ... 
MIME-Version: 1 .0 

Content-Type: multipart/mixed; — — ■ 

boundary="-~ ._=_NextPart_000^01 BE800F. 1 33E6490" 

This message is in MIME format. Since your mail reader does not understand 
this format, some or all of this message may not be legible, 



.^=_NextPar1_000_01 BEBOOF. 1 33E6490 
Content-Type: text/plain; 
charset="iso-8859-1" 




Mr Smith 

This has multiple Video EMail attachments ~ 
Hesk. 

Simon Rabe-Hesketh (strh@eidos.co.uk) 



=^NRxiPnri_nnn_niRFflnnF mFMm 



o 



FIG.5A. 
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-_=_NextPart_000_01 BE800F. 1 33E6490 

Content-Type: video/quicktime; _^ 

name="CANY0N-1 .MOV 
Content-Transfer-Encoding: base64 
Content-Disposition: attachment: 
filename="CAN YON-1 . MO V" 

AAAMPW1vb3YAAABsbXZoZAAAAACxeJOhsXiTowAAAIgAACnWAAEAAAD/AA 
AAAAAAAAAAAAABAAAA 

AAAAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAAAAQAAAAAAAAAAAAAAAAAA 
AAAAAAAAAAAAAAAAAAAAA 
. [REMOVED DATA} 
S0s/BRWgogqdVydXJyd8m5tYlmwus1Kqq6r567kvgpmadY8KChZvAQEYegjdq/tX 
90khx/++Y/pF 

UiArlCogfXSHnodjp2+nEZabERGmm5o9mxCK+p+9VKAVN2c3Hzc3Hx83Nx8fNzc 
fHzcSHzeqqgWq 

bmSFVFVIFRVXVI dXV1 dXVyftEAAAAJs= 



•_=_NextPart_000_01 BE800F. 1 33E6490 

Content-Type: video/quicktime; 

ie="CANY0N-2.M0\/" 
Content-Transfer-Encoding: base64 
Content-Disposition: attachment; 
filename="CANYON-2.MOV" 

AAAMPW1vb3YAAABsbXZoZAAAAACxeJOhsXiTow/W>ilgAACnWAAEAAAD/AA 
AAAAAAAAAAAAABAAAA 

AA/WWWVAAAAAAAAQAA/WW\AAAAA/WW^QAA/WW^A/\AAAA AAAAA 
AAAAAAAA/WW\AAAA/WkA 
[REMOVED DATA] 

SOs/BRWgogqdVydXJyd8m5tYlmwus1Kqq6r567kvgpmadY8KChZvAQEYegjdq/tX 
90khx/++Y/pF 

UiArlCogfXSHnodjp2+nEZabERGmm5o9mxCK+p+9VKAVNzc3Hzc3Hx83Nx8fN2C 
fHzc3HzeqqgWq 

bmSFVFVIFRVXVI dXV1 dXVyftEAAAAJs= 

-_=_NextPart_000_01 BE800F. 1 33E6490- > 



FIG.5B. 
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_=_NextPart_000_01 BE800F. 1 33E6490 
Content-Type: lextyhtml; 

name="canyon_1.html" 

Content-Disposition: attachment; _ 
filename="canybn_1 .html" 

:HTML> 
:HEAD> . 

<TITLE>Title Here</TITLE> . 

<META http-equiv="refresh" content="1 ; 

URL=http://eidosiJk_wktstrh/vicleomail/\/ldeoMailSen/let/message.msg.html?folde 
r=INBOX&folderJd=918475864&messageJd=14"> 

:/HEAD> 

:BODY> 

<P>Welcome. This is an Eidos Technologies Ltd. Video Mail Page.</P> 

:P>Just a second more...</P> 

:/BODY> 
</HTML> 

■_=_NextPart_000_01 BE800F. 1 33E6490 . 
Content-Type: text/html; 
name="canyon_2.htmr 
Content-Disposition: attachment; 
filename="canyon_2.html" 

<HTML> 
<HEAD> 

<TITLE>Tille Here<n'ITLE> 
<META http-equiv="refresh" content="1; 

URL=http://eidosuk_wktslrh/videomailA/ideoMailServlet/message.msg.html?folde 

r=INBOX&folderJd=918475864&messageJd=14"> 

</HEAD> 

<BODY> 

<P>We!come. This is an Eidos Technologies Ltd. Video Mail Page.</P> 

<P>Just a second more...</P> 

</BODY> 

</HTML> 

^_=_NextPart_000_01 BE800F. 1 33E6490 
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